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Abstract. This literature review examines the evolving discourse on digitalization’s risks, particularly in cyberspace, and 
advocates for a transition from cyber security to cyber resilience. Initially explored “digital risks”, it shifts focus to key-
words like “cyber risks”, “cybersecurity”, and “cyber resilience” to reflect changing dynamics. Through article analysis, it 
provides insights into researchers’ perceptions, challenges, and strategies in addressing cyber risks. Each section offers 
concise summaries from published articles, fostering interdisciplinary understanding. Emphasising the imperative of 
embracing cyber resilience, the review highlights the need to adapt to the continually evolving digital threat landscape.
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1. Introduction 

Nowadays, the ubiquitous presence of the Internet and 
online services has become indispensable, profoundly 
influencing various facets of our lives. This pervasive re-
liance on digital technologies has substantially increased 
convenience, rendering it challenging to envisage life 
devoid of these innovations. However, this convenience 
often obscures the inherent risks associated with rapid 
technological advancements. Despite the profound im-
plications of potential data misuse, awareness of these 
risks remains disproportionately low among entrepre-
neurs and individuals alike. This study embarks on a 
comprehensive literature review, utilizing the Scopus 
database and sources with “grey literature”. The inves-
tigation pivots towards an exploration of “cyber risks”, 
“cybersecurity”, and “cyber resilience”. Moreover, the 
study traces the evolution of terminology, such as the 
emergence of concepts like “Industry 4.0” or the “Fourth 
Industrial Revolution,” ​(Schwab, 2017)​ “Digital Trans-
formation,” ​(Schwab & Davis, 2018)​ “Digital Maturity,” 
“Cyber Culture” ​(Borkovich et  al., 2023)​ underscoring 
their pivotal role in contemporary discourse. Acknowl-
edging the rapid evolution of the field, exacerbated by the 
COVID-19 pandemic’s transformative impact ​(Schwab & 
Malleret, 2020)​, the study narrows its focus to recent lit-
erature to glean contemporary insights. 

This study is crucial as it sets the foundation for 
further research by establishing precise terminology. It 
serves as a preliminary step towards investigating cyber 
risks and crafting strategies for mitigating them, with a 
particular focus on enhancing the resilience of Small and 
Medium Enterprises (SMEs) against such threats.

Employing a structured methodology for the litera-
ture review, the study endeavours to elucidate the distinc-
tions between cyber risks, cyber threats, cybersecurity, 
and cyber resilience. It posits that while risk mitigation 
strategies are essential, achieving complete immunity 
against cyber threats remains unattainable. Hence, the 
study advocates for a paradigm shift towards a sustain-
able approach to managing cyber risks, recognizing the 
inherent vulnerability to cybercrimes in the digital era. 
Transitioning to cyber resilience becomes paramount in 
this context. Cyber resilience encompasses not only the 
ability to prevent and detect cyber threats but also the 
capacity to adapt and recover swiftly in the face of an 
incident.

Research questions in this study are as follows: 
1.	How do researchers across different scientific areas 

perceive cyber risks and cyber threats, considering 
the multifaceted nature of the term “risks” and its 
contextual variations? 

2.	How does the concept of cyber resilience com-
pare with conventional cyber security measures 

https://creativecommons.org/licenses/by/4.0/
https://vilniustech.lt/bm
https://orcid.org/0009-0007-5738-4315
https://orcid.org/0000-0003-1154-839X


A. Bahmanova, N. Lace

346

in addressing the evolving nature of cyber threats, 
and what factors contribute to its increasing im-
portance in safeguarding digital infrastructure and 
information assets? 

The research object focuses on understanding cyber 
risks, cyber threats, cybersecurity, and cyber resilience 
within the context of rapid technological advancements 
and the pervasive reliance on digital technologies, with a 
particular emphasis on their implications for SMEs.

The aim of the research is to establish precise termi-
nology and conduct a comprehensive literature review.

Research tasks are as follows: 
	– Conduct a literature review utilizing the Scopus da-
tabase and “grey literature” sources,

	– Narrow the focus to recent literature to glean con-
temporary insights, 

	– Elucidate the distinctions between cyber risks, cy-
ber threats, cybersecurity, and cyber resilience, and 
explore the perceptions of researchers across differ-
ent scientific areas regarding these concepts.

The research employs a structured methodology for 
the literature review, utilizing the Scopus database and 
“grey literature” sources. It also involves analyzing per-
ceptions of researchers across different scientific areas 
regarding cyber risks and cyber threats.

2. Methodology

The main data source used in this study was Scopus da-
tabase. Sources with books classified as “grey literature” 
were utilized to enhance the breadth of information 
considered. Initially, a 20-year timeframe was selected to 
ensure a thorough examination of research trends within 
the field. 

1.	The database was filtered with keywords as follows: 
1.1. “cyber risk*”, “cyberrisk*”, “cyber-risk*” (cy-

ber AND risk* OR cyberrisk* OR cyber-risk*) resulted 
13,805 results. 

1.2. “cyber security”, “cybersecurity”, “cyber-security” 
(cyber AND risk* OR cyberrisk* OR cyber-risk*) result-
ed in 10,377 hits. 

1.3. “cyber resilience”, “cyberresilience”, “cyber-re-
silience” (cyber AND resilience OR cyberresilience OR 
cyber-resilience) produced 690 matches. 

2.	2. Subsequently, the selection process focused on 
articles falling within specific subject areas: 

2.1. Computer Science: 402 articles, 
2.2. Social Sciences: 133 articles,
2.3. Decision Sciences: 93 articles, 
2.4. Business, Management, and Accounting: 65 ar-

ticles, 
2.5. Economics, Econometrics, and Finance: 34 ar-

ticles. 
Following this, 514 articles remained under consid-

eration. 
3.	Further refinement of the selection was carried out 

through additional criteria: 
3.1. Limited to articles only: 189 articles resulted. 

3.2. Limited publications were in English with open 
access: 102 articles resulted. 

4.	The dataset, which initially comprised 102 articles 
after filtering, was imported into VOS Viewer, a 
specialized software tool utilized for constructing 
bibliometric networks. Co-occurrence analysis was 
selected, with all keywords serving as units for 
analysis. The list of recurring or misspelled key-
words underwent refinement using Google Sheets. 
Consequently, from the initial 1025 keywords, the 
list was streamlined to 992 keywords. Employing a 
default repetition threshold of 5, only 7 keywords 
met the specified criterion. Subsequently, to gain 
further insights into bibliometric networks and the 
relationships among clusters of keywords, the de-
fault repetition threshold was adjusted to 3, result-
ing in the identification of 40 keywords and their 
interconnections within 7 clusters. The keywords 
“cyber security” and “cyber resilience” emerged 
as the most prominent, with strong connections 
and repetitions. The keywords were categorized in 
7 clusters as follows: 
1.	attack graph, Bayesian network, decision sup-

port system, denial-of-service attack, electric 
power system control, risk assessment, smart 
grid, smart power grids;

2.	5g mobile communication systems, anomaly de-
tection, artificial intelligence, block chain, machine 
learning, organisational, security and privacy;

3.	cyberattacks, cyber physical system, cyber-
physical attacks, decision theory, optimization, 
power, power system, sociotechnical systems;

4.	critical infrastructure, cyber-physical security, 
risk, safety, supervisory control and data acqui-
sition;

5.	computer crime, covid-19, governance, ransom-
ware, security of data;

6.	cyber resilience, cyber risk, cyber security, in-
ternet;

7.	threats analysis;
Association strength method was applied in the net-

work mapping visualisation.

3. Results

Annual publication output reveals a significant increase 
from 2018 (2004–2017 it was just 1 article published per 
year) and then in 2018 – 4 articles, in 2019 – 7 articles, 
in 2020  – 6 articles, in 2021  – 11 articles, in 2022  – 
24 articles, in 2023 – 35 articles, in 2024 – 11 articles. 
This trend, influenced also by the concepts presented in 
the books authored by Klaus Schwab, prompted a deci-
sion to limit the search to articles published within the 
past four years, coinciding with the surge and trans-
formative impact of the global pandemic. Resulted pub-
lication count for reviewing: 77 articles in four research 
areas. The timespan of reviewed articles is limited to 4 re-
cent years (from 2020 through 2024). 



From cyber security to cyber resilience: safeguarding against evolving risks in the digital landscape

347

As a result of this refined search criteria, the com-
piled articles are categorized as follows: 

	– Computer Science – 60 articles, 
	– Social Sciences – 30 articles,
	– Business, Management, and Accounting – 13 arti-
cles, 

	– Economics, Econometrics, and Finance – 8 articles;
The following journals published articles on the topic 

of interest: IEEE Access, Computers and Security, Elec-
tronics (Switzerland), Sustainability (Switzerland), and 
Applied Sciences (Switzerland). 

The list of top-5 countries published the articles are 
as follows: USA, United Kingdom, Italy, Netherlands, 
Germany.

Only a subset of selected articles was included in this 
study, specifically those closely aligned with the research 
questions posed. Selection criteria involved assessing the 
relevance of articles based on their abstracts, keywords, 
and a cursory review of their content.

4. Findings

4.1. Cyber risks

The concept of risk has undergone a historical evolu-
tion, originating from gambling mathematics in the sev-
enteenth century, where it denoted the amalgamation of 
probability and potential outcomes. Initially neutral in 
the eighteenth century, risk encompassed both positive 
and negative consequences, notably in marine insurance. 
However, by the nineteenth century, it took on a negative 
connotation in economics, associating it with hazards 
from modern technological advancements. Risk, defined 
as the combination of the probability of occurrence of a 
hazard and its consequences, is integral to business op-
erations. All risks can be calculated as: 

RISK = Likelihood x Consequences (Keyun, 2019)​
Risk is present in all spheres of society: political, 

economic, environmental, psychological, legal, medical 
spheres. In the last twenty years, with the advent of com-
puters, the Internet, and now artificial intelligence, new 
types of risks have emerged. In this study, our focus lies 
specifically on the cyber aspect of risks. 

In today’s data-driven world, identifying and miti-
gating risks pose significant challenges, prompting the 
demand for robust risk management practices in con-
tracts and insurance agreements ​(Moyo, 2022)​. Risks 
are typically classified based on the level of knowledge 
about the occurrence and impact of risk events, leading 
to categories such as known-knowns, unknown-knowns, 
known-unknowns, and unknown-unknowns ​(Galinec & 
Luić, 2020).​ 

A cyber risk caused by a cyber threat and it can be 
both malicious (adversary intended) and non-malicious 
(unintended or accidental). The risk, and thus the in-
cident, does not relate to faults in cyber systems where 
cyber risk is not a contributing factor, such as fault in 
a cyber system (i.e. computers and network) caused by 
flooding or fire. 

Cyber risk extends beyond IT concerns, necessitat-
ing comprehensive enterprise-wide accountability from 
top management, emphasizing the integration of cyber 
risk management capabilities into broader enterprise 
risk management systems to address risks affecting avail-
ability, security, performance, compliance, and culture, 
crucial for safeguarding business value and mitigating 
impacts on system access, data security, productivity, 
regulatory compliance, and employee behaviour. 

The following risks to economic security are most 
likely to require thorough assessment: 

	– risks to the resilience of supply chains, including 
energy security; 

	– risks to the physical and digital security of critical 
infrastructure; 

	– risks that are related to the security of technology 
and technology leakage; 

	– the risk of the weaponization of economic depend-
encies and economic coercion. ​

Common cyber threats such as malware, ransomware, 
social engineering impersonation, and data breaches pose 
significant challenges for small businesses transitioning 
to digital operations, necessitating proactive cybersecu-
rity measures despite time constraints. Ransomware is a 
prominent threat exacerbated by entrepreneurs’ general 
lack of self-protective behaviour online, emphasizing the 
importance of enhancing cybersecurity awareness and 
preparedness ​(Luuk et al., 2023; Tam et al., 2021).​ The 
Industry 4.0 era’s rapid integration of information and 
operational technologies fuels transformative improve-
ments in production processes across diverse industrial 
sectors, underlining the critical need for comprehensive 
cyber risk assessment and mitigation strategies to safe-
guard organizations’ assets and meet regulatory require-
ments in an increasingly vulnerable digital landscape ​
(Antonucci, 2017; Gombár et al., 2024; Moyo, 2022)​.

Cyber risk management encompasses a range of strat-
egies, including threat and vulnerability models, maturity 
frameworks, cyber insurance, regulatory compliance, 
and formal standards like ISO/IEC 27000 series, collec-
tively aimed at mitigating cyber threats and strengthen-
ing organizational cybersecurity posture ​(Keyun, 2019)​. 
Different perspectives on cyber risk are observed across 
various subject areas, from technical aspects in computer 
science to social and psychological dimensions in social 
sciences, financial implications in business and manage-
ment, and systemic risks in economics and finance ​(Ga-
linec & Luić, 2020).​ Despite the dynamic nature of cyber 
threats, organizations are urged to advance along the 
cyber risk maturity curve to effectively mitigate evolving 
risks associated with modern technologies like Industry 
4.0 ​(Gombár et al., 2024)​.

From an exploration of literature from diverse per-
spectives, the formulation of “cyber risk” is as follows: 

Risk is a multifaceted phenomenon that has evolved 
over centuries, encompassing the probability of adverse 
events and their consequences, influenced by uncertainties 
and organizational objectives. In the digital environment, 
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cyber risk emerges from cyber threats, whether intentional 
or unintentional, posing significant challenges for individu-
als, institutions, and societies. This extends beyond tech-
nical vulnerabilities to encompass broader societal, eco-
nomic, and psychological dimensions. Effective risk man-
agement requires comprehensive approaches that involve 
identifying, mitigating, and enhancing resilience against 
these threats.

4.2. Cyber threats

Cyber threats, unlike risks, operate independently of hu-
man actions and have grown in scale and sophistication 
due to advancing technologies and changing work prac-
tices. This surge in cyber-related crimes since February 
2020 has drawn increased attention from the media and 
insurance industry, highlighting the severe consequences 
these attacks can inflict on organizations’ operations and 
overall business continuity ​(Antonucci, 2017; Alqudhaibi 
et  al., 2023).​ The interaction between humans, the In-
ternet, and computers creates a common ground where 
cyber threats, ranging from human errors to malicious 
attacks, can disrupt critical business operations or expose 
sensitive information, emphasizing the importance of ro-
bust information security measures and organizational 
capabilities in addressing these threats ​( Michalec et al., 
2022; Moyo, 2022; Nam, 2019; Ulsch, 2014)​.

Gombár et  al. (2024) categorized the cyber threats 
into five sections, which the author calls pillars as fol-
lows: ​

	– Cyber spying 
	– Disrupting or reducing IT infrastructure resilience 
	– Enemy campaigns 
	– Disrupting or reducing eGovernment security 
	– Cyberterrorism 

The most relevant potential sources of threats de-
riving from digitization, in this case, are the following: ​
(Perozzo et al., 2022)​ 

	– Web portal, website, and social media 
	– New Data Management Solution 
	– New technologies and techniques 

Awareness and perception of cyber threats are essential 
for developing effective cybersecurity strategies, especial-
ly considering the evolving nature of hybrid threats, with 
individuals’ attitudes in cyberspace shaped by their un-
derstanding and perception of risks. However, challenges 
persist in operationalizing and measuring cyber resil-
ience, particularly in integrating social factors into re-
silience frameworks and addressing the growing societal 
impact of cyber insecurities ​(Gombár et al., 2024; Nam, 
2019).​ As organizations navigate through the uncertain-
ties posed by cyber threats, the efficacy of risk manage-
ment strategies and crisis response becomes paramount, 
with cyber threat intelligence playing a crucial role in 
enhancing cybersecurity readiness by providing specific 
information to proactively defend against potential cy-
berattacks ​( Broeders & Sukumar, 2024; Dunn Cavelty 
et al., 2023; Jesus et al., 2023; Skierka, 2023)​. 

From an exploration of literature from diverse per-
spectives, the formulation of “cyber threat” is as follows: 

A cyber threat signifies the changing risks brought 
about by harmful actions in cyberspace, aiming at indi-
viduals and organizations across different fields. These 
dangers involve various issues such as cybercrime, cyber-
terrorism, and espionage, propelled by advancing technolo-
gies and criminal methods. Unlike cyber risk, which deals 
with the likelihood and potential outcomes of unwanted 
events influenced by uncertainty and organizational goals, 
cyber threats concentrate specifically on the malicious ac-
tions and the potential damage they can inflict on digital 
assets and infrastructure.

In summary, we will examine the following terms, 
frequently used interchangeably, elucidating their com-
monalities and distinctions: 

Table 1. Cyber risks vs. threats: similarities and differences 

Similarities Differences

Cyber 
Risk

Essential for 
comprehending and 
controlling risks in 
cyberspace,
Both notions involve 
malevolent actions 
aimed at digital 
systems, networks, or 
data.

Cyber risks focus on 
the possibility of harm 
or loss stemming from 
weaknesses, regardless 
of whether there’s 
malicious intent.

Cyber 
Threat

Cyber threats refer 
to harmful actions 
or entities aiming 
to take advantage of 
vulnerabilities for 
malicious ends.

4.3. Cyber security 

Developing accurate models for predicting cyber risk 
is crucial despite the challenges posed by the evolving 
IT landscape, akin to the pursuit of constants in nature. 
However, the pervasive uncertainty in cyber security un-
derscores the need for standardized definitions and no-
menclature to mitigate ambiguity and facilitate a clearer 
understanding of cyber security and cyber defense across 
national policies and perspectives ​(Dunn Cavelty et al., 
2023; Galinec & Luić, 2020)​. 

While safety and security may appear similar, they 
diverge significantly in technical, political, and cultural 
contexts. In infrastructure research, safety primarily fo-
cuses on averting, shielding against, and recovering from 
unintended accidents, whereas security deals with inten-
tional and malicious incidents. Researchers have identi-
fied four main paradigms in cybersecurity: 

	– fixing and breaking technical objects; 
	– erroneous use of computers; 
	– malicious political actions by the means of digital 
tools; 

	– social construction of expertise around what is 
deemed worth protecting; 

Effective cybersecurity depends not only on techno-
logical advancements but also on the complexity of risk 
perception influenced by human factors. Confidence in 
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cybersecurity risk measurements enables rapid event re-
sponse and decision-making, essential for identifying in-
tolerable risks and implementing prioritized action plans 
for control improvements, as well as understanding the 
implications of threat intelligence and data analytics out-
puts for faster, targeted responses (Galinec & Luić, 2020; 
Gombár et al., 2024). 

Developing risk-based justifications for investment in 
cybersecurity solutions and services is essential, yet chal-
lenging due to the inherent unknowability of some risks 
and their dependency on factors such as time, progress, 
and response ​(Baezner, 2020; Galinec & Luić, 2020).​ 
While cybersecurity policies primarily focus on secur-
ing civilian infrastructures, cyber defense activities, often 
classified, receive less public attention but are crucial for 
protecting sensitive information and assets against evolv-
ing cyber threats. 

Directors must recognize cyber risks as integral to 
enterprise risk management and ensure regular access 
to cybersecurity expertise to prioritize cyber risk dis-
cussions on meeting agendas ​(Antonucci, 2017).​ Main-
taining cybersecurity visibility involves measuring cur-
rent risk levels, establishing tolerances, and formulating 
prioritized mitigation strategies, allowing organizations 
to construct a holistic assessment of their cybersecu-
rity posture. Additionally, the evolution of artificial 
intelligence in cybersecurity has become increasingly 
necessary to address growing cyber threats in modern 
ICT-dependent environments ​(Jada & Mayayise, 2024).​ 

From an exploration of literature from diverse per-
spectives, the formulation of “cyber security” is as follows: 

Cybersecurity involves the methods and plans put in 
place to protect digital assets and infrastructure from a 
range of threats, like cybercrime, cyberterrorism, and es-
pionage. It deals with both technical and non-technical 
aspects, tackling challenges from advancing technologies, 
human behaviour, and societal influences. While different 
countries may have their own views and priorities regard-
ing cybersecurity, the main goal remains the same: to stop, 
find, and deal with cyber threats efficiently, ensuring the 
strength and safety of digital systems.

4.4. Cyber resilience

Resilience, discussed across various disciplines, entails 
successfully overcoming challenges or uncertainties by 
adapting and responding positively. However, its am-
biguous nature presents challenges, with engineering 
approaches focusing on measurable parameters and 
ecological approaches emphasizing adaptation to new 
environmental extremes, both relevant to cybersecurity ​
(Dupont et al., 2023; Mott et al., 2023; Toma et al., 2023)​. 

Cyber resilience, distinct from traditional cyber secu-
rity, entails not only protecting data and systems from at-
tacks but also swiftly resuming operations post-attack. It 
involves planning for adverse events, absorbing stress, re-
covering, and preparing for future challenges, emphasiz-
ing a holistic approach across organizational dimensions, 

including physical, informational, cognitive, and social 
aspects ​(Bellini et al., 2021; Vuță et al., 2022).​ 

Cyber resilience goes beyond standard prevention 
and recovery tactics, focusing on an organization’s ca-
pacity to absorb and adapt to cyber incidents ​(Mott 
et al., 2023).​ This involves early detection, robust defense 
mechanisms, and maintaining agility against evolving 
threats ​(Bagheri et al., 2023)​. Cyber event management 
involves planning, absorbing disruptions, recovering 
functionalities, and adapting through learning, while ef-
fective cybersecurity readiness strategies require address-
ing the interdependence between technical tools and so-
cial factors within organizations ​(Perozzo et al., 2022).​ 

The conceptual frameworks of cyber security and 
resilience thinking are closely intertwined, both focus-
ing on the protection and functionality of critical infra-
structures. While the end of the Cold War shifted the 
emphasis to technical systems as objects of security, the 
complex socio-technical nature of cyberspace under-
scores the need for resilience beyond purely technologi-
cal solutions, acknowledging societal factors and indi-
vidual experiences of inequality and coping mechanisms ​
(Dunn Cavelty et al., 2023)​.

The sustainability of cybersecurity and cyber re-
silience hinges on societal actors’ perceptions of risks 
posed by hybrid threats, underscoring the importance 
of widespread awareness and proactive measures. Cyber 
resilience practices involve mobilizing technologies, pro-
cesses, and human resources to minimize and overcome 
shocks caused by cybersecurity incidents, emphasizing 
a comprehensive approach to mitigating risks ​(Akacha 
& Awad, 2023; Borkovich et al., 2023; Durst et al., 2024; 
Toma et al., 2023)​. 

Cyber resilience is essential in cyberspace to bolster 
cyber security, utilizing technological principles to devel-
op adaptive capabilities for managing unforeseen disrup-
tions. While the internet’s current technical architecture 
serves as a foundation for discussions on cyber resilience, 
expanding the concept beyond technical aspects and en-
gaging in interdisciplinary research, public debates, and 
political discourse are vital to safeguard critical systems 
and infrastructures from risks inherent in complex so-
cio-technical environments ​(Dunn Cavelty et al., 2023).​ 

From an exploration of literature from diverse per-
spectives, the formulation of “cyber resilience” is as fol-
lows: 

Cyber resilience refers to the ability to withstand and 
bounce back from cyber threats by integrating anticipa-
tion, support, recovery, and adaptation measures within 
a constantly changing cyberspace. While cyber security 
primarily focuses on defending systems and reducing data 
risks, cyber resilience complements these efforts by prepar-
ing organizations and individuals to effectively recover 
from cyber hazards and ensure system performance de-
spite challenges. This holistic approach includes proactive 
measures to respond to threats before, during, and after in-
cidents, aligning with planning, absorption, recovery, and 
adaptation stages. Cyber resilience encompasses not only 
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technological elements but also interdisciplinary research, 
public discussions, and political discourse, thus safeguard-
ing critical systems and infrastructures from risks inherent 
in complex socio-technical environments. 

In summary, we will compare the definitions of “cy-
ber security” and “cyber resilience”: 

Table 2. Cyber security vs. resilience: similarities and 
differences 

Similarities Differences

Cyber 
security

Both strive to 
protect digital assets 
and guarantee the 
confidentiality, 
integrity, and 
availability of 
information.
Both stress the 
importance of 
taking proactive 
steps to reduce risks 
and implementing 
strategies for 
response and 
recovery.

Cybersecurity 
extends beyond 
addressing threats to 
encompass broader 
measures such as 
prevention, detection, 
and response.

Cyber 
resilience

Cyber resilience 
underscores the 
capacity to adjust 
and bounce back 
from cyber threats, 
extending beyond 
mere protection 
to guarantee the 
uninterrupted 
operation of systems.

5. Discussion 

Scholarly articles originating from four distinct scientific 
areas were compiled to elucidate the concept of cyber 
risks and advocate for the adoption of a cyber resilience 
approach to cybersecurity. Each discipline provides a nu-
anced perspective on the subject matter. Presented below 
is a summary of the chosen articles.

Computer Sciences
Scholarly articles extensively examine cyber risks, 

threats​, security​, and resilience, particularly focusing 
on issues like geopolitical manipulation of internet in-
frastructure ​and supply chain vulnerabilities (Creazza 
et al., 2022). They highlight the need for improved risk 
management tools like Cyber-Value-at-Risk (CVaR)​, and 
comprehensive threat analysis for sectors such as auto-
motive safety amidst the proliferation of connected smart 
cars​. Additionally, challenges arising from AI adop-
tion and cyber resilience across sectors like healthcare, 
maritime power systems​, agriculture and urban transit 
are thoroughly discussed, underscoring the complexi-
ties within the subject area of computer science. Post-
incident communication challenges within organizations​
, insurance against ransomware ​and tensions in cyber-
resilience implementations are explored (Dart & Ahmed, 
2023; Erstad et al., 2021; Sahay et al., 2023). 

Social Sciences
The articles offer thorough analysis of cyber risks, 

threats​, security, and resilience, shedding light on vulner-
abilities within critical infrastructures,​ and the socio-eco-
nomic implications of cybersecurity investments​. They 
emphasize the importance of delving into motivational 

factors influencing protective measures against ransom-
ware, highlighting the crucial role of cyber resilience 
in organizational survival and reputation management​. 
These insights underscore the intersection between cy-
bersecurity​ and social science, emphasizing the need for 
interdisciplinary approaches to address contemporary 
challenges effectively. 

Business, Management, and Accounting
The articles delve into various aspects of cyber re-

silience within business, management, and accounting 
areas, highlighting the vulnerability of SMEs and bank-
ing system to cyber threats and the importance of cyber 
culture, ​in organizational security. They emphasize the 
challenge of balancing insurance-based governance with 
cyber resilience amidst evolving threats and the devel-
opment of situational awareness models for effective cy-
bersecurity risk assessment​ (Dudin & Shkodinsky, 2022). 
Additionally, the correlation between organizational cy-
ber risk climate, cybersecurity performance, and invest-
ments is explored, while a gap in open Cyber Threat In-
telligence (CTI) ​sharing underscores the need for further 
research in this area to establish industry standards. 

Economics, Econometrics, and Finance: 8 
Scholarly articles in economics, econometrics, and 

finance explore various facets of cyber resilience, includ-
ing the role of cyber insurance in incentivizing effec-
tive risk management and the preparedness of regula-
tory frameworks to address cyber risks in the financial 
sector. They emphasize the development of situational 
awareness models for assessing cybersecurity risks and 
highlight the need for interdisciplinary approaches and 
advanced econometric modelling techniques to develop 
comprehensive risk management strategies​. Furthermore, 
empirical studies analyzing regulatory interventions’ im-
pact on economic and financial system resilience to cy-
ber threats could offer insights into effective governance 
mechanisms for mitigating risks and ensuring financial 
stability. 

Challenges
The literature underscores the multifaceted nature 

of cyber risk and the challenges it poses across various 
science areas, including business, governance, and psy-
chology. Key obstacles include the scarcity of relevant 
data for identifying risk factors, organizational barriers 
to effective cyber risk management at the board level, 
and discrepancies between perceived threats and ac-
tual preparedness (Fraga-Lamas & Fernandez-Carames, 
2020). Addressing these challenges necessitates a holis-
tic approach that integrates cyber risk into enterprise 
risk management models, fosters collaboration for open 
Cyber Threat Intelligence adoption, and promotes in-
ternational cooperation to bridge cybersecurity gaps. 
Challenges also arise from the absence of standardized 
methods for assessing losses caused by cyber risks and 
threats, along with a reluctance to adopt new approaches 
to cybersecurity. Additionally, operationalizing cyber re-
silience requires formalization and the development of 
practical measurement tools, with existing frameworks 



From cyber security to cyber resilience: safeguarding against evolving risks in the digital landscape

351

adopting functionality-based or capacity-based ap-
proaches to assess resilience (Erola et al., 2022; Knight & 
Nurse, 2020; Renaud & Coles-Kemp, 2022). 

The transition from cyber security to cyber resilience 
is essential for addressing the evolving IT landscape’s 
challenges and uncertainties. While cyber security fo-
cuses on preventing and recovering from cyber-attacks, 
cyber resilience emphasizes the capacity to adapt and re-
spond positively to incidents, involving early detection, 
robust defense mechanisms, and organizational agility 
against evolving threats. This shift requires standardized 
definitions and nomenclature to enhance understanding 
across national policies and perspectives, prioritizing 
comprehensive approaches that mobilize technologies, 
processes, and human resources to minimize and over-
come cybersecurity shocks (Safitra et al., 2023).

6. Conclusions 

This study examined scholarly articles and grey literature 
focusing on cyber risks, threats, security, and resilience, 
highlighting the necessity to reconsider cybersecurity 
strategies in the dynamic and evolving cyberspace. It 
emphasizes that cyber resilience surpasses addressing 
immediate cyber risk concerns by emphasizing the sig-
nificance of readiness to mitigate damages arising from 
technological interactions and potential harm, whether 
deliberate or accidental. Numerous challenges and re-
search gaps require a proactive approach and prepar-
edness to anticipate and address forthcoming changes. 
Cyber resilience necessitates proactive thinking rather 
than reactive responses, promoting foresight and proac-
tive decision-making.

Future research should prioritize the development 
of standardized methods for assessing losses caused by 
cyber risks and threats, as well as exploring strategies to 
overcome reluctance in adopting novel approaches to 
cybersecurity. Moreover, with the continuous evolution 
of cyberspace, a proactive approach and enhanced pre-
paredness will be essential to effectively anticipate and 
navigate forthcoming changes, thereby reinforcing the 
importance of embracing cyber resilience as a corner-
stone of contemporary cybersecurity paradigms.
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